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The Internet
and digital
technologies
have
evolved...
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not only on your desktop...
Mobile phones..
PDAs, Game Consoles..

: broadband, wifi
i hotspots, 3G, etc...

Copyright © WISE KIDS 2009. All Rights Reserved.

7. Windows Live Messenger Help =

MSN (Windows Live),
Yahoo Messenger, AOL
Instant Messenger

Have a buddy list
Can have text, audio or

video conversations
Online status e

Block users — keep logs

Exchange files — e.g.
music, pictures, videos

White Board Sharing
Remote Desktop
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Instant Messenger: Desktop, Web and Mobiles
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on your Mobile
Phone
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Messenger Programmes:
e.g. MSN, Yahoo Messenger

Online
Chat

Virtual Worlds e.g.:

Club Penguin, Webkinz,

Neopets, Whyville, World of Warcraft,
Habbo Hotel, Second Life

Web Chat
Chat on Gaming Devices
Chat on Mobiles
Email
Forums, Blogs and other
Interactive Websites
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Did it start with Amazon?
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User generated content
using easy to use tools

Users can share
content with others

Content can be tagged
with keywords/
categorised

Users can rate content

e http://www.43things.com
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Anyone can be a producer of content
which can be easily shared with a
global audience using a variety of

devices...
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Blogs: audio blogs/ video blogs/ mobile blogs

e http://spaces.msn.com

e http://www.blogger.com

e http://www.vidblogs.com/
e http://www.phlog.net
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Photo sharing communities; Video sharing communities

* http://www.flickr.com
e http://www.youtube.com
* http://www.scribd.com/

YouTube was sold to
Google for $1.65 billion in
November 2006
*An Internet phenomenon

«Caught on in late 2005

*Online photo management and sharing application in the
world

Clustering: explore photos through tags.

*Blog the photos you take with a camera phone
*Securely and privately show photos to your friends and
family around the world

«Some 70 million videos
are viewed on the site
each day

Social Networking Sites

http://www.bebo.com
http://www.piczo.com
http://www.myspace.com/
http://www.facebook.com

The series has drawn a total audience of more

than 35m videos viewed — an average of 1.5m
per week.

Bebo’s
‘Kate Mordern’
Drama Series

Sponsors include:
Cadbury, Toyota, Microsoft,
Procter & Gamble, Warner
RELEMA Sk Music, Paramount and Orange.




Bebo Guidance
and
Bebo Story
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Internet developments: we live in a Web 2.0 World
People are given simple website tools and encouraged to
create, participate and network online....

Social Networking Websites, Instant Messenger

Programmes and Mobile Phones keep young people
connected and sharing as never before.
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Moshi Monsters;
Lego Universe
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RezEd is an online community for learning in the virtual worlds. Hosted on the Ning platform,
RezEd is more than just a repository of information, news, podcasts and video but also a social
network—so, if you're any kind of youth focused organisation get over there, join up and start
participating in this new community which will enable you to understand and explore all virtual
platforms and their application in learning.

Journal of Virtual Worlds Research - http://jvwr.org

Quest Atlantis (QA) is an international learning and teaching project that uses a 3D multi-user
environment to immerse children, ages 9-15, in educational tasks. QA combines strategies
used in the commercial gaming environment with lessons from educational research on learning
and motivation. It allows users to travel to virtual places to perform educational activities (known
as Quests), talk with other users and mentors, and build virtual personae. Explore our site and
learn more about this exciting project. http://atlantis.crlt.indiana.edu/

Twitter

Social networking
and micro-blogging
service
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Explosion of tools that are web-based (software as a service):

— Google Documents and Calendar: a web-based word
processor that requires no downloads or installation and

just runs in a browser window.
(other examples: AjaxWrite/Sketch; Zoho Writer)

— Online video mixing: Jumpcut; Eyespot; MuveeMix;
— Online graphics creator:Gliffy
— Online slideshows: Slideshow
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The Internet offers:

Communities

Advice

Privacy Games

Communication

Networking

Social

Networks Expertise
. . Business/Career
Friendship

Opportunities Sharing/
Entertainment collaboration

Mobility Fun Education

uGC
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Young people technologies
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Blogs

Exposure to Inappropriate,
Inaccurate or Dangerous Content

Security, Privacy, ppropriate or Dangerous
Legal and Social challenges Interaction or Contact
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Internet and Digital Literacy
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Inappropriate or Dangerous
Interaction or Contact

Grooming with Messenger
programs or in open chat
rooms

Distributing inappropriate
content

Sending out confidential
information
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Cyberbullying:
can affect young people and educators

Use of digital technologies and/or the Internet to send or
post online cruel or harmful text, images or videos about
an individual or a group.

The DCFS said a recent survey found up to 34 per cent of
12- to 15-year-olds had experienced some kind of
cyberbullying, involving either mobile phones, e-mails or

online networking sites like MySpace.
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Ways in which Cyberbullying can happen:

Social Networking Sites: MySpace, Bebo, YouTube
Picture/ text messages / bluetooth/ voice calls

Instant messenger services
g Can be:

Emails Constant 24/7

Blogs and other interactive websites Gzl be\";‘i’;glnym"us

Difficult to escape
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http://schools.becta.org.uk/index.php?section=is
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Evaluating content online:

e.g. websites, blogs, message boards;
(fact, opinion, truth and lies)

Verify information
Who is the intended audience?
Is the information up to date?

Is there contact information on
the website?

Is the information updated
regularly?

Who is the owner of the site/
blog?
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Learn how to search effectively

http://kids.yahoo.com

http://www.askforkids.com

www.google.com

)S 2008. All rights Reserved
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Use anti-virus software, anti-spyware and a
firewall; keep them updated

Do not open emails from people you do not
know, or accept unexpected files sent via
Messenger programs or email attachments

Keep your operating system and browser
software updated e.g..

http://windowsupdate.microsoft.com

Protect your passwords and personal information

Secure your wireless networks

Backup your data regularly

Copyright © WISE KIDS 2008. All rights Reserved
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Premium rate diallers, phishing scams,
mobile phone scams, identity theft, viruses,
malware, spyware, hacking

Can result in loss of data, money, identity
http://www.getsafeonline.org
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Content on the Internet is not
Copyright Free

Creative Commons Movement

Web 2.0 creates particular
issues as users are encouraged
to create, collaborate and share,
and often much of this is done
informally.

File sharing programmes
encourage users to break the
law.

Copyright needs to be clearly
established when creating new
works or collaborating

Copyright © WISE KIDS 2008. All rights Reserved
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e Childline on 0800 1111
at any time.

* NSPCC Child protection
Helpline on 0808 800
5000.
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Report illegal
content:

19



Solutions:

Understanding the
difference between
what should be
public and what
should be private.

Evaluating content A}Ele to gft
online: € Mos

e.g. websites, blogs, from

message boards; technology
(fact, opinion, truth and lies) and life.

Understanding online/mobile

interaction, grooming, legal issues, Managlng
where to report abuse. Spam ema”
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Training

Consultancy

E-Learning

Resource Development
Awareness Raising Events
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UK developments: Byron review
and UKCCIS

Home Office Internet Safety Task Force (since 2001); Multi-stakeholder
Cooperation and Partnership

The Byron review:

— laid out three strategic objectives for child internet safety which are to
reduce availability, restrict access and increase resilience

UKCCIS was launched 29th September 2008. A summit is scheduled for the
autumn 2009 where the Child Internet Safety Strategy will be launched.

UKCCIS partners include:

— BECTA, BBC, BT, MSN UK, Samaritans, ChildLine, Children’s charities,
NCH, StopITNow, WISE KIDS etc
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Mobile Operators Code of Conduct: Jan 2004
*Independent Mobile Classification Body
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Report illegal material to the Internet Watch foundation
http://www.iwf.org.uk
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UK Government Campaign launched a few years ago

http://www.getsafeonline.org
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Europe
Safer Internet Programme
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Understand responsibility, risk
and opportunity provided by
these new technologies

Establish a multi-agency initiative to work in
Promote opportunities for partnership and share knowledge,
young people to participate in cooperate, develop guidelines and policies,
their education and learning programmes of education, share
using new technologies intelligence and make Internet Safety a
priority

Have awareness raising events Work in partnership and share knowledge,

nationally, host international cooperate, develop guidelines and policies,
conferences, form international develop exciting and relevant programmes
partnerships. of education.
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Thank you!

Email: sangeet@wisekids.org.uk

Twitter: sangeet
Del.icio.us: http://del.icio.us/sangeet.bhullar

Website: www.wisekids.org.uk
Skype: sangeetbhullar
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About WISE KIDS

* WISE KIDS believes that the Internet is a vital tool in the
Information Age, and works to Promote Awareness of New

Media, Internet and Mobile Technologies, Internet Literacy,
Proficiency and Safety

* WISE KIDS provides:

— Customised Training Programmes (online and face-to-face)
— Consultancy

— Research and Resource Development
— Awareness Raising Events
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About WISE KIDS

WISE KIDS clients include:

LEAs, LSCBs, Youth Organisations, Young People, Parents,
Teachers, Post-16 Educators, Governors, Welsh Assembly
Government, Ofcom, BT, BBC Community Studio, Foster
Carers, Community Organisations and Businesses.
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